
Where Security
Means More

The New York State Department of Financial Services 

announced a series of new rules strengthening cyber-

security requirements. 

Navigating the State of NY 
Cybersecurity Regulations



What do the NYS cybersecurity
regulations mandate?

Cybersecurity Program

Organizations should have a comprehensive Cyber Security 

Program that is designed to protect the confidentiality, integrity, 

and availability of its information systems.

Cybersecurity Policy

Organizations should implement and maintain written policies and 

procedures for the protection of its information systems.

Chief Information Security Officer

Organizations should have a designated qualified Chief 

Information Security Officer to enforce the Cyber Security Program.

Penetration Testing and Vulnerability Assessments

A plan should be put in place for Annual Penetration Testing and 

Bi-Annual Vulnerability Assessments of its information systems.

Training and Monitoring

Organizations should have a holistic Cyber Security 

Awareness Training program as well as the ability to 

monitor its information systems for authorized user 

activity and detect unauthorized access 

of, or tampering with information, 

in which users are

not authorized.

CLICK 
HERE

These are just some of 

the mandates the Department 

of Financial Services is requiring 

of effected companies. For a full 

list of deadlines and 

requirements...

https://www.eplus.com/NYSREG


ePlus can perform a detailed security risk assessment geared specifically for the new

cybersecurity requirements. This tiered assessment will:

Take a close
look at your 

identified risks

Assess the 
integrity of your 

information 
systems

Evaluate your 
existing 
controls

Propose 
mitigation

1 2 3 4

Looking for help navigating these regulations?

  Request a New York State Department of Financial Services cybersecurity risk assessment CLICK HERE  Request a New York State Department of Financial Services cybersecurity risk assessment CLICK HERE

http://pages.eplus.com/NYS-CyberSecurity-Assessment.html


To help you meet this requirement, ePlus offers our Virtual Chief 

Information Security Officer (vCISO). This seasoned security executive 

has hands-on technical expertise to evaluate and help drive your 

information security and compliance programs—and those outlined in the 

new cybersecurity regulations.

DID YOU KNOW YOU CAN OUTSOURCE THIS CRITICAL ROLE?

Put the power of a virtual 
CISO on your side

One of the mandates of the New York Department of 

Financial Services cybersecurity requirements is for financial 

firms to designate a Chief Information Security Officer.



The time is now…
Assess and augment your IT security risks, policies, and procedures—
and be prepared for this annual requirement.

THERE ARE MANY QUESTIONS TO ANSWER

Do you have the internal resources available to establish an 
appropriate cybersecurity program?

What elements must be included in your cybersecurity policy?

Who will you appoint as your Chief Information Security Officer, 
or does a virtual CISO makes sense?

How do you ensure the security of information shared with third parties?

What security assessments are critical to your company?

?



Leverage our national pool of security experts and dedicated local 
teams throughout New York state.

Put ePlus’ know-how to work for you.

Build lowest common 
denominator regulatory 

compliant landscape 
definition

Gap analysis
of NYS Financial 

regulations in 
alignment with your 

regulatory 
environment

Implement
necessary security 
controls to support 
your NY regulatory 

financial 
compliance

High-impact NY 
regulation compliance 

solution, no overlap 
with your current 

compliance system

Gap remediation plan to 
include: level of effort, 

cost magnitude, timeline, 
and resource allocation



Contact ePlus to learn more about how we can help you
comply with the NYS cybersecurity requirements.

REQUEST AN ASSESSMENT TODAY       CLICK HERE
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